

SA WG2 Temporary Document
Page 2

3GPP TSG-WG SA2 Meeting #163	S2-2406703
Jeju, South Korea, May 27th – 31st, 2024	(revision of S2-240xxxx)

Source:	Samsung
Title:	Conclusion for KI #2
Document for:	Approval
Agenda Item:	19.8
Work Item / Release:	FS_UIA_ARC / Rel-19
Abstract: This pCR add conclusion for KI#2 in TR 23.700-32 
1. Introduction
This paper proposes conclusion for solutions of KI#2.
2. Discussion
Based on the NWM responses from both round 1 and round 2 submitted in S2-2406249, it is required to address whether NAS-MM or NAS-SM procedure need to be adopted for following scenario which is applicable for both KI#1 and KI#2. 
KI#1: A linked user becomes active upon successful authentication but the user identifier will be sent by UE using       NAS- MM or NAS-SM
KI#2: 
A) The authentication will be done between UE and AAA-Server but how the user identifier will be provided to network by UE using NAS-MM or NAS-SM
B) The restriction that only one user shall be active with a UE’s subscription at a given time is enforced during the activation procedure based on information from the UDM. Again the activation procedure is done using   NAS-MM or NAS-SM (similar to KI#1)
NAS-MM:
A) Advantage: The authentication is per user identifier irrespective of how many PDU session is triggered by the user. If authentication is done during NAS-MM and is successful then user identifier can continue to avail various kind of services as long as it is active. Other advantage is that using NAS-MM based procedure can easily enable the MNO’s User Authentication service (since it’s not necessary that PDU Session corresponding to User ID is actually established for this use case, and network may trigger the User (Re-) Authentication via NAS-MM).
B) Disadvantage: Upon successful authentication if the user identifier does not avail any service by triggering PDU session and a new user identifier starts using device then authentication will be triggered for this new user and old user will become inactive. In this way the resources will be wasted by executing authentication procedure without user getting any service from the network. But alternatively, if the network behaviour is to barr the new user from accessing the device just because the first user is still active; then it will be flawed design as the device is kind of blocked without being really used by the first user.
NAS-SM:
A) Advantage: Similar to the NAS-MM procedure, the authentication is done only during the establishment of 1st PDU session. Any further PDU session triggered from the user with same user identifier, if received at the same SMF which has handled the 1st PDU session, then SMF can simply skip the authentication by looking at the context present at SMF. If received at a different SMF, then this SMF will retrieve the information from UDM for any established PDU session and after finding that there is another established PDU, SMF will skip the authentication. The added advantage is that using this procedure, enforcement of single active user identifier is achieved, because of SMF finds that established PDU session belongs to a different user identifier, then the new user identifier will be barred/restricted.
B) Disadvantage: SMF has to store the user identifier for PDU session in UDM.
Proposal: As both NAS-MM and NAS-SM has their own advantage and disadvantages; and furthermore existing UAV authentication (UUAA procedure TS 23.256) is supported for both registration and PDU session establishment procedure, it is proposed that both NAS-MM and NAS-SM is adopted. But which of the method is to be used is based upon network configuration and local policies.
The conclusions mainly the NAS-MM or NAS-SM part is addressed in this paper and reaming conclusions is taken from S2-2406252.
3. Text Proposal
It is proposed to capture the following changes to TR 23.700-32.

* * * * First change * * * *
[bookmark: _Toc125909377][bookmark: _Toc128752656][bookmark: _Toc3469646][bookmark: _Toc25656938][bookmark: _Toc26287185][bookmark: _Toc27897949][bookmark: _Toc519004414]8.2	Key Issue #2: Authentication and Authorization of Users and Restrictions on Users
The following bullets are the conclusion principles for KI#2:
· Authentication can be performed between the UE and AAA-Server.
NOTE1: The details of the authentication procedure will be defined by SA WG3.
· The AAA Server is selected based on the user identifier or based on information that is retrieved from the User Identity Profile.
· Communication between the UE and AAA-S is done via either NAS-MM or NAS-SM procedure.
NOTE2: Whether NAS-MM or NAS-SM procedure can be used based upon the network configuration and local policies.
· The restriction that only one user shall be active with a UE’s subscription at a given time is enforced during the activation procedure based on information from the UDM.
NOTE3: The other kind of restrictions like during roaming scenarios can be discussed during normative phase.
* * * * End of changes * * * *
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